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6. CocTtaBuTENU NpOrpamMmbi:
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8. YuebHbIn roa: 2022-2023 CemecTtp(bl)/TpumecTp(bl): 2



9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llensmn ocsoeHust y4ebHOM OUCUMNIVHBI SABASIOTCS:

N3yyeHne TeopeTn4eckmx OCHOB MHGOPMaLMOHHON 6e30nacHOCTH, 3almTbl MHopMaumm
OT HEeCaHKUMOHUPOBAHHOIoO AocTyna, obecnevyeHns KoHuaeHUnansHocTn obmeHa mHdpopma-
umen B MHOOPMaLMOHHO-BLIYNCINTESNbHBIX CUCTEMAX, BOMPOCOB 3aLUUTblI UICXOOHbIX U 6anT Ko-
AO0B MporpamMm; oBnageHue NpakTUY4eCKMMU HaBblkaMW NPUMEHEHNS METOLOB KpunTorpaguu,
cTeraHorpadumn, nosly4eHne NpodPecCnoHanbHbIX KOMNETEHUMI B 0611aCTn COBPEMEHHbIX TEXHO-
norumn s3awunTbl MHOpMaLm.

3apaym yyebHon gMCUMNnHBI:

- 0by4yeHune CTyaeHTOB TEOPETUYECKMM M NPAKTUYECKUM acnekTam obecneveHnsa nHgopma-
LIMOHHOW 6e3onacHocCTy;

- 0by4yeHune cTygeHToB 6a30BbIM MPUHLUMNAM 3alUUTbl KOHUAEHUMANBHON MHGOPMaLMK,
MeTogaM uaeHTudukauumn, ayteHTudumkaumm nonb3oBatenen WMHPOPMALMOHHOW Cu-
CTEMbI, NPUHLMNAM OpraHu3aLmm CKpbITbIX KaHanoB nepegaym nHgopmarmm, npMHumnam
3aLWMUTbl aBTOPCKMX NMpaB Ha 06beKTbl LMPPOBON NHTENNEKTYaNTbHOW COGCTBEHHOCTH;

- OBfageHue npakTM4eCKMMN HaBblKaMn NPUMEHEHNSA TEOPETUYECKMX 3HAHN AN Wndpo-
BaHUs KOHMAeHUManbHom nHpopmaumm, cteraHorpauyeckoro CKpbITUS MHopmaumn,
KOHTPOIS 3a LEeNOCTHOCTbI MHGOpMaLMK, pelleHns 3agay naeHTudmkaumm n ayTeHTu-

dukaumm.

10. MecTo yuyeb6HOM AncuUNNUHbI B cTpykType OOI:

Bxogut B 6nok ancumnnuHbl no Boibopy 61.B.

BxogHble 3HaHUA B obnacTtu yctponctesa IBM 1 onepayMoHHbIX CUCTEM, NPUHLMNAax
nx paboTbl, CETEBbLIX TEXHOMNOMMNN, H(POPMATUKN.

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AuUcuUNnNuHe/MoAaynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3ynbTaTaMM OCBOEHUs 06pa3oBaTeNibHOMN
nporpaMmmbl (KOMNeTEeHLMAMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog | HassaHue komne- Koga(kl) WHankaTop(bl) MnaHnpyemble pe3ynbTaTtbl 00y4eHus
TEHLMU
MK-3 | CnocobeH Bbinon- | TK-3.1 | 3HaeT s3blkun 1 Me- YMeTb:
HATb paboTbl no TOObl MporpaMmMupo- | paspabaTbiBaTb M NPUMEHATbL Ha NpPaKTUKe crne-
cosgaHuio  (mogm- BaHWS, UHCTPY- LuManuanpoBaHHble MnporpaMMHble cpeactBa B
dukaumm) n conpo- MEHTbI U METOOUKM | MHTepecax obecneveHuss B6esonacHoOCTU U Le-
BOXAEHUIO MHOP- TECTUPOBaHWSA pas- | NOCTHOCTW AaHHbIX.
MaLMOHHbIX cu- pabatbiBaembix NC
cTem
MK-3.2 3HaeT ycTponcteo u | 3HaTb:
PYHKLMOHMPOBaHWE | MeTOAbl M CpeacTBa 3alUMTbl KOHPMAEHUNANbHO-
coBpeMeHHbIx UNC, CTN MHdOpMaL KN, MeToAbl KOHTPOMS LernoCTHO-
NPOTOKOSbI, UHTEP- | CTWU 1 ayTeHTUMKaLUMM AaHHbIX, MPUHLMMLI Opra-
dencel n popMathl | HU3ALMK CKPBITLIX KaHarnoB nepegayn nHgopma-
obMeHa AaHHbIMU L.
MK-3.3 Ob6ecneunBaeT pa3- | Bnagets:
paboTKy 1 TECTUPO- | MPAKTUYECKUMWN HABbIKaMy NPUMEHEHUS cneuna-
BaHue NC Ha Gase NN3MPOBaHHbIX NPOrpaMMHbIX CPeACTB, NpeaHa-
TvnoBon NC B cooT- | 3Ha4yeHHbIX Ans obecrnedyeHnss 6e30nacHoOCTU U
BeTCTBMM C Tpebo- LeNoCTHOCTM AaHHbIX. BnageTe npakTuyeckumu
BaHWAMM HaBblkamMu pa3paboTKM U MPUMEHEHUS B Mpodec-
CMOHarbHOWN AeATENBHOCTU KpUnTorpauyecknx
N cTeraHorpagmyeckmx anropuTMoB.
MK-4 | CnocobeH npoBo- | MK-4.3 OnpepenseT nepBo- | 3HaThb:
AWTb aHanu3 Tpe- HavyanbHble TpebO- | OCHOBHbIE TEOpPETUYECKNE WU MpaKkTuyeckme ac-
OoBaHMM K mpo- BaHWUA 3aKkasyumka K nekTbl obecneveHns MHopmaLmnoHHon 6esonac-
rpammMHomMy obec- MC 1 BO3BMOXHOCTN | HOCTWU, OCHOBHble TpeboBaHusA Kk obecneyeHuto
neyvyeHuo, BbIMNOM- UX peanusauuu B MHGOpMaLMOHHONW Ge3onacHoCT, B TOM 4ucrne
HATb paboTbl Mo Tunoson NC 3aluTe rocygapcTBEHHOW TalHbl.




NPOEKTUPOBaHUIO
nporpamMmmHoro
obecneyeHus

12. O6beM AMcUUNNMHbI B 3a4eTHbIX eanHuulax/yac. — 5/180.

Popma NpoOMEXYTOYHON aTTecTaumm 3ayerT.

13. TpyaoemkocTb No BMAaM y4e6HoOM paboTbl

TpynoemMKkocTb
Bug yuebHon paboTbl Bcero Mo cemecTtpam
Ne cemecTpa 8 Ne cemecTpa
AyOUTOPHbIE 3aHATUSA 72 72
nekuum 48 48
B TOM YuChe: npakTuyeckme
nabopaTtopHble 24 24
CamocTtodartenbHasi paborta 72 72
B TOM yYucne: kypcoBas paborta (npoekT)
dopma NPoOMEXYTOUYHON aTtTecTaumm 36 36
(3k3ameH — 4ac.)
UToro: 180 180

13.1. CoagepxaHne gUCUUNIINHLI

Peannsauus
asfena aucum-
Ne n/n Haumerosakme paspena CopepxaHve pasgena QUCLUnivHbI pl'IJ'IVIHbI C nomo-
ONCUUNNUHDBI o
LLbIO OHNaNH-
Kypca, QYMK*
1. NNekuyun

1.1 OcHoBbI rocygapCTBEHHOM MoHATMe HaumoHanbHoW 6e3onacHocTu. MHdopmaun- | Co3gaH anek-
WHOopMaLMOHHON Nonu- OHHas 6e30nacHOCTb B CUCTEME HaLMOHarnbHoM 6e3- TPOHHBIN KYpC,
TUKM 1 MHOPMALIMOHHOM onacHocTtu Poccuickon ®egepauun. pasmeLlleHbl Ma-
6esonacHocTn Poccuinckon | FocyaapctBeHHast MHopmMaumnoHHas nonutumka. VH- Tepuansl K nek-
degepaumm dhopmaLmoHHble pecypcbl. [Npobnembl MHpopMaUmMoH- | uun.

HOW BOWHbI.
Mpobnembl MHGOpMaLMoHHOM 6e3onacHoOCTK B cdepe
rocyaapCTBEHHOro 1 MyHULUMUNANbHOMo ynpasneHus.

1.2 MHdopmaLmoHHasa 6e3- CoBpemMeHHasi NocTaHOBKa 3afayun 3awuTbl MHpopma- | Co3gaH  anek-
OnacHOCTb aBTOMaTU3npo- L. TPOHHBIA  KYypC,
BaHHbIX CUCTEM OpraHu3aunoHHo-nNpaBoBoe obecneyeHne, MHoOpMa- | pa3MeLleHbl Ma-

LMOHHOM 6e3onacHocTu. MHpopMaLMOHHbIE CUCTEMBI. | Tepuanbl K Jek-
Yrpo3bl tHgopMauuu. Lmu.
MeToabl 1 MOAenn OLEHKU YA3BUMOCTU MHOpMaLInK.

1.3 MeToabl 1 MOAENn OLEHKU AMnupmryeckun noaxon K oueHke CosgaH  anek-

yA3BMMOCTMN UHGOpMaLIMK YyA3BMMOCTM MHopMauun. Cuctema € NOMHbIM nepe- | TPOHHbIA  KypC,
KpbiTveM. [pakTnyeckas peanvsauns MOAENM «yrposa | pasMeLleHbl Ma-
- 3awmTanr. Tepuanbl K nek-

L.

14 PekomeHgaumm no ucnonb- | PekomeHgauum no ncnornb30BaHUIO MoAeNen OLEHKN CosgaH  anek-
30BaHNI0 Moernen oLeHKU YS13BUMOCTU MHOpMaLun TPOHHBIA  KYypC,
YyA3BMMOCTM MHGOpMaLmK pasMeLleHbl Ma-

Tepuansl K nek-
L.

15 MeToapbl onpegenenust Tpe- | Metoabl onpegenexHus TpeboBaHun k 3awmTte uHdop- | CosgaH  anek-
©oBaHWi K 3alumTe MHAOpP- Mauum TPOHHBIA  KYypC,
MaLmu pasmelleHbl Ma-

Tepuansl K nek-
L.

1.6 ®dyHkuMKM 1 3agaum 3awmtel | O6wwme nonoxeHusa. Metogbl dopmmpoBaHns pyHKkumiA | Co3gaH  anek-

MHpopmauum sawmTbl. Knaccel 3agay 3awutbl MHopMauun. ®yHK- | TPOHHBIA  KypC,

uun 3awmTbl. COCTOSHMSA 1 PYHKLUMM CUCTEMBI 3aLLnThl
NMHpopmauum

pasMeLleHbl Ma-
Tepuansl K nek-
Lun.




1.7 Ctpareruu 3awmtbl Hop- | CTpaTernn 3awuTbl MHGOPMaLUK. Co3paH  anek-
Mauum TPOHHBIA  KYpC,
pasMeLleHbl Ma-
Tepuanbl K Nek-
Lun.
1.8 Cnocobbl 1 cpeacTBa 3a- Cnocobbl 1 cpeacTBa 3aWwuThl MHopMauuu. Cos3gaH  anek-
LWNTbI MHCpopMaLnm TPOHHBIA  KYpC,
pasMeLleHbl Ma-
Tepuanbsl K nek-
uun.
19 Kpuntorpacduyeckme me- TpeboBaHus K KpUNTOCUCTEMAM. CospgaH  anek-
TOAb! 3alnTbl UHpopmaumn | OCHOBHbIE anropuTMbl WndpoBaHus. Lindposslie noa- | TPOHHBIA - KypC,
nmcu. pasMeLleHbl Ma-
Kpuntorpaduyeckme xew-gyHkumn. Kpuntorpadguye- | Tepuansl K nek-
CKuWe reHepaTopbl criydarHbix yncen. Obecneynsae- uun.
Mas WNPOM CTENEHb 3aLlLmThl.
KpuntoaHanus n atakm Ha Kpyntocuctemsl. Lindgppo-
Bble BoAsAHble 3Haku (LIB3), Buabl peanusaunm, npak-
TMyeckne ob6racTu NpUMeHeHMs.
1.10 | ApxuTekTypa CUCTEM 3a- TpeboBaHusa k apxutektype C3W. lNMoctpoenHne C3WN. | Co3gaH  anek-
LWMTBI MHpopMaLun Appo cuctembl 3awmTbl MHGOpMaumn. Pecypcbl CU- | TPOHHBIA  KYpC,
CTEeMbI 3aLWnTbl MHhOPMALIUN. pasmMeLleHbl Ma-
Tepuanbsl K nek-
umn.
2. MpaKkTnyeckmne 3aHATUA
3. JlabopaTopHble 3aHATUA
3.1 KpunTorpaduyeckmne me- 1. lMpakTuyeckoe m3ydeHue paboTtbl anroputmoB | Co3gaH  anek-
TOAObl 3aLMTbI MHopMaLMn | 6rIOYHOrO CMMMETPUYHOTO LIMAPOBAHKS. TPOHHBLIA  KypC.
2. N3yyeHne kpunTtorpadumyeckmx reHepatopoB | PasmelleHbl uH-
CrnyYanmHbIX Yncen. avBuayanbHble
3. lMpakTnyeckoe n3ydeHne paboTbl aCUMMETPUY- | 3afaHust ans
HbIX anropMTMOB LUINpOBaHUS. BbINOMHEHUS Na-
4, M3yyeHne 4acTOTHbIX XapaKTepUCTUK TeKCTo- | bopaTopHbIX pa-
BbIX COOOLLIEHUI. 6oT.
5. M3yyeHne anroputmoB cTeraHorpadu4eckoro

CKPbITUS AaHHbIX B NPOCTPaHCTBEHHOMW 1 YaCcTOTHOMN 06-
nacTn KOHTenHepoB (Ha npumepe undpoBbIX M3obpa-
XeHuwn).

6. lMpakTnyeckoe nM3yvyeHne MpUHUUMNOB N MeTOo-
OB cTeroaHanusa (Ha npMMmepe BU3yarbHOro u ctatu-
CTUYECKOro cTeroaHanunsa uMdpoBbIX n306paxeHun).

13.2. Tembl (pasaenbl) AUCUUNIIMHBI U BUAbI 3aHATUN

(pasgena) gucumnivHel

Buabl 3aHATUN (KONMYECTBO YacoB)

HanmeHoBaHue TeMbl

JNlekuun

MpakTnyeckne | JlabopaTopHble

CamocTosnTenbHas
paboTta

Bcero

OcHoBbI rocygapCTBeH-
HON MHOPMAaLMOHHON
NOMUTUKM U MHGOPMaLIK-
OHHoW 6e3onacHoCcTH
Poccuiickon ®egepauum

12

WHdopmaumoHHas 6es-
OMacHoOCTb aBToOMaTn3u-
POBaHHbLIX CUCTEM

MeTtoapbl n mogenu
OLIEHKN YA3BUMOCTU UH-
dopmMmaunm

12

PekomeHaavumm no umc-
Nnonb30BaHWO Mogenew
OLEHKM YySI3BUMOCTU UH-
dopmaunm




5 | MeTtogbl onpegeneHns
TpeboBaHWi k 3alimTe 2 8 10
MHopMaunn
6 | dyHKUMM 1 3agaym 3a-
4 4 8
LLUMTBI MHpopMaLmu
7 | CTpaTternm 3awmTbl UH- 4 4 8
dopmaumm
8 | Cnocobbl 1 cpeacTBa 3a- 4 8 12
LTI MHCpopMaLmnm
9 | Kpuntorpaduyeckme me-
TOAbI 3aWNTbI NHOpMa- 12 24 24 60
unn
10 | ApxuTekTypa cucTtem 3a-
4 4 8
LTI MHCpopMaLmnm
WToro: 48 24 72 144

14. MeToan4yeckue ykazaHMAa Ans o6y4aroLWMXCcA No OCBOEHUIO ANCLUNIIUHDI:

1) Mpn n3yveHnn gncumMninHebl pekoMeHayeTCa NCMonb30oBaTh crneaylne cpeacTea:
- peKOMeHayeMY0 OCHOBHYO 1 JOMNOSNTHUTENbHYO NUuTepaTypy;

- MeToANYECKNE YKasaHus U nocoodus;

- KOHTPOJbHbIE 3aaHusa AN 3aKpeneHna TeopeTMYecKoro maTepmana;

- 9NEKTPOHHbIE BEPCUN YH4EOHUKOB N METOAMYECKUX YKa3aHW AN BbINOfIHEHMst nabopaTopHO -
npakTn4ecknx paboT (npm HeobXxoANMOCTN MaTepuarbl PacChbiNalTCa No ANEKTPOHHON NoYTe).

2) [lns MakcMManbHOro YCBOEHUSI ANCLUMMNUHBI pEKOMeHAYeTCs NpoBeAeHNe NMCbMEHHOro
onpoca (TecTupoBaHWe, pelleHne 3agay) CTyAeHTOB MO MaTepuanam fekumMin n npakTuyecknx
paboT. Moabopka BONPOCOB AN TECTUPOBAHUS OCYLLECTBNSETCS HA OCHOBE U3Y4YEHHOro Teope-
TU4Yeckoro matepuana.

Takon nogxod NO3BONSIET MOBLICUTbL MOTUBALMIO CTyOEeHTOB Nnpu KOHCNEKTUpoBaHNN NEeKUMOH-
HOro martepumana.

3) Mpn npoBeaeHnn nabopaTopHbIX 3aHATU obecneYnBaeTcs MakCMManbHasa CTeNeHb Co-
OTBETCTBUS C MaTepuanoMm NEKLMOHHbIX 3aHATUN U OCYLLECTBNAETCA SKCNEepMMEHTarnbHas npo-
BEpPKa METOA0B, anropuTMoB U TeXHONOrMm 06paboTkm nHdpopMaumm, nsnaraemblx B paMkax nek-
Lun.

4) Mpn nepexofe Ha ANCTAHLUMOHHBLIA PeXUM 0ByYeHNsa Ans co34aHns 3NEKTPOHHbIX KypCOB,
YTEHWS NEKUUIN OH-NarH U NpoBeaeHns TabopaToOpHO- NPAKTUYECKUX 3aHATUIA UCNONb3YeTCH UH-
dopmaumnoHHble pecypcbl ObpasoBaTenbHoro noprtana "OneKTPpOoHHbIM yHuBepcuTeT BIY
(https:\\edu.vsu.ru), 6a3upytoLierocs Ha cucteme guctaHunoHHoro obyyeHms Moodle, pa3sepHy-
TOW B YyHUBEpPCUTETE.

15. Nepe4yeHb OCHOBHOM U AONOJIHUTENILHON NUTEpPaTypPbl, PECYpPCOB UHTEPHET, HEOO6Xo-
ANMbIX ANS OCBOEHUS AUCLUNIINHbI

a) OCHOBHag nuTeparypa:
Ne n/n N CTOYHMK

dununnos, b.U. HdopmaunoHHas 6e3onacHoCcTb. OCHOBLI HAOEXHOCTW CPEACTB CBA3M : y4eOHUK
1 [ B.N. dununnos, O.I". LUepcTHeBa. — MockBa ; bepnuH : Oupekt-Megua, 2019. — 241 c. : un., Tabn.
— Pexxum poctyna: no noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=499170

BapaHoBa, EneHa KoHcTaHTMHOBHA. MHOpMaunoHHasi 6e30nacHOCTb M 3awmTa nHdopmauuy :

2 y4yebHoe nocobue : [ans cTya., obydatowmxcsa no HanpaeneHuto "MpuknagHasa nHidopmaTtuka"] /
E.K. bapaHoBa, A.B. babaw .— 4-e n3g. nepepab. n gon. — Mockea : PUOP : UHPPA-M, 2019 .—
334, [1] c. : un., Tabn. — (Bbicwee obpasoBaHue) .— bubnuorp.: c. 327-330.

0) oononHUTenNbHaga nuTepartypa:




Ne n/n

MNcTOoYHMK

OnemMeHTbl TeEOpUU YUCEN U KpuTo3alumTa : y4ebHoe nocobue / BopoHex. roc. yH-T; cocT. : b.H. Bo-
poHekoB, A.C. LLleroneBaTtbix .— BopoHex : UIML BI'Y, 2008 .— 87 c. : un .— bubnwuorp.: c.87
.— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-95.pdf>.

2 Kpuntorpaduyeckne meTtoabl 3aLmtel MHopmMaummn : yuebHoe nocobue ans By3os / BopoHex.
roc. yH-T; cocT. b.H. BopoHkoB .— BopoHex : UL BI'Y, 2008 .— 58 c. : un .— bubnuorp.:
¢.52-58 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-17.pdf>.

3 MpnbyHuH B.T". Lindpposas cteranorpadoums / B.I. T'pubyHun, N.H. Okos, WN.B. TypnHues. — M.:
COJIOH-IMpecc, 2002. — 272 c.

4 Teopemuyeckue 0CHOB8bI KOMMbomepHoU besonacHocmu (y4ebHoe nocobue 0nsi BY3o08) / M1.H.
LeesiHuH [u 0p.]. — M.: Paduo u cesa3b, 2000 — 192c.

B) MH(pOpMaLIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (oumunaneHble pecypebl MHTEPHET)™:
Ne n/n Pecypc
OneKTPOHHbIN KaTanor Hay4yHon 6ubnunoTtekm BopoHexckoro rocyaapCTBeHHOrO yHUBeEpcuUTeTa. —
1 (https://www.lib.vsu.ru/).
7 O6pasoBaTerbHbl NopTan «ONeKTPoHHbIN yH1BepcuTeT BIY».— (https://edu.vsu.ru/)
— «YHuBepcuteTckasa bubnuoteka online» - Kontpakt Ne 3010-06/05-20 ot 28.12.2020
3 — «KoHcynbTaHT ctyaeHTa» - KoHTpakT Ne 3010-06/06-20 ot 28.12.2020
— 3BC «JlaHb» - KoHTpakT Ne3010-06/03-21 oT 10.03.2021
— «PYKOHT» (UTC KoHTtekctym) - Jorosop AC-208 ot 01.02.2021
16. MNMepeyeHb y4eObHO-MeTOANYECKOrO 06ecneyvyeHNs AN CaMOCTOATENIbHOU paboTbl
Ne n/n McToYHUMK
1 OcHOoBbI MHhOPMaLMOHHOM Ge30nacHOCTM [SNEeKTPOHHbLIV pecypc] : y4eb. nocobue / E.b. be-

nos, B.IM. INock, P.B. Mewepskos, A.A. LLlenynaHos .— M. : [opsadvas nuHns — Tenekom, 2011
— 559 c.: un. —ISBN 5-93517-292-5 .— ISBN 978-5-93517-292-5 .— Pexum goctyna:
https://rucont.ru/efd/202786

17. O6pa3oBaTesfibHbleé TEXHONIONMU, UCNOJNb3yeMble NpU peanusauum y4ebHoOW gucum-
NSIMHbI, BKIIOYasi AUCTaHUMUOHHbIe obOpa3oBaTtenibHble TexHonorum (AOT, anekTpoHHoe
ob6y4eHue (30), cmewaHHOe 06y4eHue):

[ns peanu3aumm y4ebHOro npouecca Ucnonb3yrTCs:

1

knueHTtckmne n cepsepHble OC n MO Microsoft B pamkax nognucok <lmagine>. 3-neTHss
nognucka no gorosopy 3010-16/96-18 ot 29.12.2018

MO Dr. Web Enterprise Security Suite KomnnekcHas 3awmta Dr. Web Desktop Security
Suite + LleHTp ynpaeneHus Ha 12 mecsaues, 1400 MK (Mpoanenune) gorosop 3010-07/01-
19 o1 09.01.19

YHuBepcuteTcKasa nuueH3nsa Ha nporpaMmmMHbin komnneke ana 9BM MathWorks MATLAB
Total Academic Headcount - 25 no gorosopy 3010-07/01-19 ot 09.01.19

MO XSpider, nuueH3nsa Ha 16 xocToB, cepTUMUMPOBaAHHAA BEPCUS, aKT NpeLoCTaBneHuns
npas N Pr000778 ot 05.06.2018

JTnueHsmnsa Ha npao ncnonb3oaHusa CK3W <Kpuntollpo PytokeH CSP>, akT npegocras-
nenus npae N Pr000778 ot 05.06.2018

Akagemuyeckas nuueHsus (Ha 5 net) Ha YuyebHo-meToamyeckuii komnnekc <lporpaMmmHo-
annapartHas 3awuTta ceTen c 3aLuTon oT HCO> B cocTaBe:
MO ViPNet Administrator 4.x - 2 wt., MO ViPNet Coordinator Windows 4.x - 2 wr., 10
ViPNet Coordinator Linux - 2 wrt., MO ViPNet Client 4.x - 20 wT., NO ViPNet Policy
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Manager 4.x - 1 wr., 1 y3en ynpaeBnexnus Policy Manager - 20 wr., O ViPNet
StateWatcher 4.x - 1 wr., 1 ysen moHutopuHra StateWatcher - 20 wr.

Mpn npoBeaeHUN 3aHATUI B AUCTAHLUMOHHOM peXnme 0bydYeHnss NCNonb3yTCa TEXHNYE-
CKMe N MHopMaunoHHble pecypcbl ObpasoBaTenbHOro noptana "OneKkTPoHHbIA YHUBEpP-
cuteT BIY (https:\\edu.vsu.ru), 6a3sunpytowieroca Ha cucteme UCTaHUMOHHOIO oByyYeHns
Moodle, pa3BepHyTON B yHUBEpPCUTETE.

18. MaTepmnanbHoO-TeXHUYECKOEe obecneyeHme QUCLUNIINHDI:

1. MynbTumegumnHas nekunoHHas aygmtopus (kopn.1a, aya. Ne 297), MNK-Intel-G3420, pa-

6oyee MecTo npenogasaTens: NPOEKTop, BUAEOKOMMYTATop, crneumann3mpoBaHHas
mebenb: gocka menosas 1 WwT., ctonbl 31 WT., CTyNbsa 64 wWT.; Bbixoa B VIHTEpHeT, ao-
CTyn K poHAAM y4eBHO-MEeTOANYECKON OOKYMEHTALMN U 3NEKTPOHHBLIM N3LaHUSM.

KomnbtoTepHbIn knacc (oamH n3 Ne1-4 kopn. 1a, aya. Ne 382-385),MK-Intel-i3 16 wT.,
cneuunanmaMpoBaHHaa mebenb: Jocka MapkepHas 1 wT., ctonbl 16 WT., CTynbs 33 WT.;
[OCTyn K poHaam y4ebHO-MeToANYECKON JOKYMEHTaUMN N 3NEKTPOHHbLIM U34aHUSM,
OOCTYnN K 9NIEKTPOHHbIM BUBNNOTEYHbIM CUCTEMaM, BbIXxo B IHTepHeT.

19. OueHou4HbIe cpeacTBa ANsl NPOoBeAEeHUA TEKYLEeNn U NPOMEXYTOYHOM aTTecTauum

MopsiAoK OLIeHKM OCBOEHMsT oby4aroLmMmMmcs y4ebHoro MmaTepumana onpeaenseTcsi Coaep-

XaHunem cnegywwmx pasgenos gUCUUNMITUHBILL

Ne
n/n

WHaukatop(bl) go-
CTWXEHUSA Komne- OueHouHble cpeacTBa
TeHUUn

HaumeHoBaHue pasgena gucuunnuHel | Komne-
(moayns) TeHuns(n)

Paspenbl 1-10

OcHoBbI rocygapcTBeHHOW NHGOopMa-
LLMOHHOM NOMAUTUKN N MHPOPMALIMOH-
Hol 6e3onacHocTu Poccurickon dene-
pauum.

MHdopmaLmoHHasa 6e3onacHOCTL aB-
TOMaTU3NPOBAHHbIX CUCTEM.

MeToabl 1 MOAENV OLEHKN YA3BUMO-
CTU MHdopMaLnn.

PekomeHgaumm no Mcnonb3oBaHMo
MoZenemn OLEHKN yAa3BMMOCTU NHGOP- paBoTa M0 COOTBETCTBYIOLLMM

Mauun. MK-3 NK-3.1 asgenam. JlabopaTopHble pa-
MeTtoabl onpegeneHuns TpeboBaHuii k pasa .60Tbl 1p_6 P P

3awute nHdopmarmn.

®PyHKUMM 1 3afa4m 3aLmThl MHOopMa-
unu.

CtpaTerum 3awmTbl UHOpMaLU.
Cnocobbl 1 cpeacTBa 3awWwnTbl MHOP-
Mauuu.

Kpuntorpaduyeckme MeTofbl 3alnThbl
NMHpopmaunu.

ApXuTeKTypa cucTem 3almTbl MHOP-
Mauuu.

CobecepnoBaHue, KOHTPONbHas

Paspgenbl 1-10

OcHoBbI rocygapCTBeHHON UHdopma-
LWOHHOW NOSTUTUKN Y MHADOPMAaLNOH-
Hol 6e3onacHocTu Poccurickon dene-
pauum. MK-3 MK-3.2
MHdopmaLmoHHasa 6e3onacHOCTb aB-
TOMAaTMU3NUPOBaHHbIX CUCTEM.

MeToabl 1 MOAENY OLIEHKN YA3BUMO-
CTN NHpopMaLnN.

CobecenoBaHue, KOHTPOIbHas

paboTa Nno CoOOTBETCTBYHOLLUM

pasgenam. JlabopaTopHble pa-
0oTbl 1-6.




PekomeHgaumm no MCnonb30BaHUio
MOZesen OLUeHKN YyA3BUMOCTU NHOp-
Mauuu.

MeToapbl onpeaenennsi TpeboBaHWi K
3awmTe nHdopmaumm.

OyHKUMKN 1 3a4a4m 3aLNUTbl MHOPMa-
uun.

CTtparterum 3awwmTtbl HpopmMaLmn.
Cnocobbl 1 cpeacTa 3awmThl MHGOP-
Mauuu.

Kpuntorpaduyeckme mMetoabl 3alnThbl
MHopMaunn.

ApXuTEKTYpa cuctem 3awmTbl MHGHOP-
Mauuu.

Paspgenbl 1-10

OcHoBbI rocygapCTBeHHON MHdopma-
LLMOHHOM NOMAUTUKN N MHPOPMALIMOH-
Hol 6e3onacHocTn Poccurickon dene-
paumm.

WHdopmaumoHHasa 6e3onacHOCTL aB-
TOMaTU3MPOBAHHBLIX CUCTEM.

MeToapbl 1 MOAENN OLIEHKN YS3BUMO-
CTn nHdopmaumm.

PekomeHaaumm No UCMNonb30BaHUIO
Mozenemn oLEeHKN ya3BMMOCTU NHGOP-
Mauuu.

MeToapbl onpeaenennst TpeboBaHUn K
3awute nHdopmaumu.

®yHKUMU 1 3a4a4M 3aLUNTbl MHOPMa-
L.

CrtpaTermm 3awutbl MHOPMaLUK.
Cnocobbl 1 cpeacTsa 3aWwnTbl MHGOP-
Mauuu.

Kpuntorpaduyeckve metobl 3alnThl
NMHpopmaunu.

ApXuTeKTypa cucTeMm 3aLLmTbl UHOP-
Mauuu.

MK-3

MK-3.3

CobecenoBaHune, KOHTPOsbHas

paboTa No COOTBETCTBYHOLIUM

pasgenam. JlabopaTopHble pa-
0oTbl 1-6.

Paspgenbl 1-10

OcHoBbI rocygapcTBeHHOW nHopma-
LLMOHHOM NOMAUTUKN N MHPOPMALIMOH-
Hol 6e3onacHocTn Poccurickon dene-
paumm.

WHdopmaumoHHasa 6e30nacHOCTL aB-
TOMaTM3NPOBAHHbIX CUCTEM.

MeToabl 1 MOAENW OLIEHKUN YA3BUMO-
CTU MHdopMaLnn.

PekomeHaaumm no MCMNonb30BaHMIO
Mozenemn OLEeHKN ya3BMMOCTU NHGOP-
Mauuu.

MeTonpbl onpeaenenunst TpeboBaHUn K
3alute nHgopmaumu.

OyHKUMU 1 3aa4m 3aLUNTbl MHOPMa-
uuu.

CTtparermm 3awwmTtbl HpopMaLmn.
Cnocobbl 1 cpeacTBa 3awnTbl MHGOP-
Mauuu.

Kpuntorpaduyeckme MeTofbl 3alnThbl
NMHpopmaunu.

ApXuTeKTypa cucTem 3almTbl MHOP-
Mauuu.

MK-4

MK-4.3

CobecepoBaHue, KOHTPONbHas

paboTa no CoOOTBETCTBYOLLUM

pasaenam. JlabopaTtopHble pa-
60TbI 1-6.

MpomexyToyHas aTTecTauus
dopma KoHTpons — 3a4yeT




20. TunoBbIe OLEeHO4YHbIe CpeACTBa U MeToau4YecKMe MaTepuarnbl, onpeaensiowue npoue-
Aypbl OLLeHUBaHUSA

anIMeprlﬁ nepe4vyeHb NnpMMeHsseMbIX OLEeHOYHbIX cpeacTB

Ne HaumeHoBaHwne lMpencraBneHne oLEeHOYHOro Kputepumn oueHkn

n/n OLEHOYHOro cpeacTtea cpencTea B dooHAae

1 2 3 4

1 YCTHBIV onNpoc Bonpockl no Temam/pasgenam LLkana oueHnBaHWs COOTBETCTBYET
ONCUMNNNHBI npuBeaeHHoun B pasgene 20.2

2 KoHTponbHasa paboTta no | TeopeTunyeckue BONPOCHI NO Lkana oueHuBaHMs COOTBETCTBYET

pasgenamM QUCUMNIUHbI Temam/pasgenam AUCUMNAUHBl | NpuBegeHHou B pasgene 20.2

3 JlabopaTopHas paboTa Copepxunt 6 nabopaTopHbIx 3a- | [Npun ycnewHo BbINOAHEHUN paboThl
OaHun, npegycMmaTpumBaloLmx OCyLLeCcTBNAETCA A0MNYCK K KOH-
pa3paboTKy u TecTupoBaHue TponbHoW paboTe, B MPOTUBHOM
KpunTorpauyeckmx n cteraHo- | cnydae obyyaroLwmincsa He gonycka-
rpadpuyecknx anropmMTmMoB €TCH K KOHTpPOnbHOW paboTe.

4 KM npomexyToyHon Kaxkablh KOHTPOMbHO- N3Mepu- LLkanbl oueHnBaHUs NpMBeaeHbl B

artectayum TenbHbIV MaTepuan gns npose- | pasgene 20.2

OEeHUs1 NPOMEXYTOYHOM aTTe-
CcTauum BKIovaeT 2 Bonpoca
ONA KOHTPOSIS 3HAHWUIA, YMEHUN
M BNageHun B pamMmKax OLLEeHKU
YPOBHSI CCOOPMUPOBAHHOCTH
KoMMeTeHLnn.

20.1. TekyWw M KOHTPOSb YyCNeBaeMocTu

KoHTponb ycneBaemocT Nno AUCLMMNIIMHE OCYLLECTBNSETCS C NMOMOLLbI CrEeAYHLMX OLeHOYHbIX
cpencTs:

Mpumep 3apaHusa AnNA BbiNONHeHUs nabopaTopHon paboThbl
NabopatopHas paboTta Ne3
«A3yyeHne acCMMMeTPUYHbIX arirfOPUTMOB LWWN(PPOBAHNA»

Llenb paboTbi:
U3y4yeHue pabombi acUMMeEMPUYHbIX arn2opummos wugposaHus Ha rnpumepe anzopumma RSA.
dopma KOHTpOns: omyém 8 37IeKMPOHHOM 8ude
KonunyecTtBo OTBeAEHHbLIX ayAUTOPHbLIX YacoB: 4
3apaHwue:
lMonyqyume y npenodasamerss apuaHm 3adaHusi U Hanuwume Ko0, peanusytowul 3adaHHbIU anao-
pumm. Cocmasbme om4yém o ripodenaHHOU pabome, 8 KOMOpPOM ompasume criedyrouwue nyHKMebl:

1. ®NO ncnonHUTENS N HOMEP rPynnbl.
HassaHue n uenb nabopatopHoi paboThl.
Homep cBoerosapuaHTa.
Koa, HanncaHHbIM MCNONMHUTENEM.

5. Pesynbtatbl paboTbl NporpamMmmei.
Mpumepbl KOHTPONbHbLIX BOMPOCOB:

HwnN

1. Ha ueM ocHOBbIBaETCS HAAEXHOCTb anroputma RSA?

2. Kakune npeobpasoBaHns NexaT B OCHOBE KPUMTOCUCTEM C OTKPbITbIM KHOUYOM?
Mpumep BapuaHTa 3agaHus:



MpoBecTn gewmndpoBaHue TekcTa, 3awmngpoBaHHOro anroputMom RSA, Ha OCHOBE M3BECTHOIO OTKPbI-
Toro kntoya Kp v wudposaHHoro Tekcta C.

Kp ={n=471090785117207; e=12377}

C = 314999112281065205361706341517321987491098667.

OnuncaHne TexHonormm nposegeHuns

OueHKa 3HaHWIi, YMEHUIA U HaBbIKOB, XapaKkTepuaytoLlasi aTanbl (OpMUPOBaAHNS KOMMNETEHLNI B
paMKax U3y4eHUst AUCUUNINHBI OCYLLECTBNAETCS B XOA€E TEKYLLEN U NMPOMEXYTOYHOM aTTecTaLui.

Tekywas aTTectauusi NpoBOAUTCA B COOTBETCTBUM C [MonoXeHneM o Tekyllen attectauum oby-
YarLLMXcsl No NporpaMMam BbicLlero o6pasoBaHmst BopoHEXCKOro rocyjapCTBEHHOIO yHMBEpPCUTETA.
Tekywas aTTectaums NpoBoauTcs B popmax yCTHOro onpoca (MHAMBMAYanbHbI onpoc, hpoHTanbHas
Gecena) U NMCbMEeHHbIX paboT (KOHTPOsbHbIE, NabopaTopHble paboThl). Mpu oLeHMBaHUM MOTYT UC-
NoNb30BaTbCS KONMMYECTBEHHbIE UM Ka4eCTBEHHbIE LLKarbl OLEHOK.

Tpe6OBaHI/IF| K BbIMONHEHMIO 3a4aHUI (VIJ'IVI LUKanbl 1 Kputepmmn OLl,eHI/IBaHVIFl)

Mpun oueHnBaHUN NCNONb3yeTCa KoNMYecTBeHHas Wwkana. Kpurepmm oueHnBaHus npuBeaeHsl
Bbie B Tabnuue pasgena 20.2.

20.2. NMpomMmexyTo4yHas aTrecTaums

MpomexyToyHas aTTectaums No AUCUMNIINHE OCYLLECTBIAETCS C NOMOLLbIO CreayLnX OLeHoY-
HbIX CpeacTB:
MpuMepHbIM NepeyYeHb BOMPOCOB K 3a4eTy

Ne CopepxaHue
OCHOBbI rOCygapCTBEHHOW MHDOPMALMOHHOM NONUTUKN 1 nHopMaLMoHHon 6e3onacHocTn Poccun-

1 ckot DeaepaLmm

2 Yrpo3bl nHdopmaunoHHo 6e3onacHoCT, MOAENN HapyLUnTenemn

3 MeToabl 1 MOgENN OLIEHKM YA3BMMOCTU MHOPpMaLIMK

4 PekomeHaaumy no cnonb30BaHUIO MoAEeNemn OLEeHKN YA3BUMOCTYN MHopMaLmMm

5 PyHKUMM 1 3a4a4M 3aLNThI MHGOPMaLIMK

6 MpegmeTHas obnacTb kpuntorpadum

7 ANropuTMbl CUMMETPUYHOIO WndpoBaHus, ceTb Perctens

8 Pexunmbl BbINONHEHWST anropuTtMoB cummMmeTpudHoro wndgposaHus (ECB, CBC, CFB, OFB)

9 Kpuntocnctemsl € OTKPbITbIM KIMHOYOM, OHOHaMNpaBeHHble OYHKLUN

10 OpHoHanpasneHHble X3L-yHKLUK

11 OneKkTpoHHas noanuch

12 MporpammHblie aatumnku MNCI yncen

13 MpuHUMNBI paboThbl KPMNTOAHANUTUYECKUX anNrOpUTMOB.

14 MpeameTHas obnactb cTeraHorpadumn

15 CreraHorpadunyeckoe CKpbITME AaHHbIX B MPOCTPAHCTBEHHOW obnacTu KoHTenHepa
CreraHorpaduyeckoe CKpbITUE AaHHbIX B YaCTOTHOM 06nacTy KOHTENHeEpa, METOAbI KOOUPOBaAHMUS C

16 pacLuMpeH1em crekTpa

17 CTaTnCTNYECKME N CTPYKTYPHbIE METOAbI CKPbITUS HOpMaLmm

18 Lindbposbie BoasHbIE 3HaKK

19 CteroaHanus. BudyanbHbI, CTaTUCTUYECKUI, YHUBEPCAlbHbIA CTeroaHanma.

20 APXUTEKTYpa CUCTEM 3aLLUTbI MHOPMaLMK

21 O6wwe TpebGoBaHNA K MOCTPOEHUIO HAOEKHOW CUCTEMbI 3aLLUTbI




Mpumep KOHTPONbHO-U3MEpPUTENbLHOro MaTepuana
YTBEP>XOAKO
3aBeayowuin kaceapon TeXHONorMm obpaboTkm 1 3awmnTbl HGOPMaLINK
A.A. CuporTa
_ .. .2022

HanpaeneHune noarotoBku / cneumnanbHocTb 02.04.01 MaTemaTunka 1 KOMNbIOTEPHLIE

HayKu

OucuunnuHa 61.B.0B.02.01 HdopMaunoHHas 6e30nacHoCTb

dopma 0byueHns OQ4yHoe

Bug koHTpons 3ayer

Bua atTtectaumn NpomexyTodyHas

KoHTponbHO-n3amepurtenbHbii matepuan Ne 1

1. PeXuMbl BbINOMHEHNSA anropnutMoB cuMmmeTpudHoro wudgposaHua (ECB, CBC, CFB, OFB).
2. LUndppoBble BOASIHbIE 3HAKN.

lMpenopaBatensb O.WN. HectepoBsckui

OnuncaHne TexHonorum nposegeHuns

[nsa oueHMBaHWs pe3ynbTaTtoB 06y4YeHMsa Ha 3a4eTe UCMNONb3yTCA criefyowme cogepxaTenbHble Noka-
3arenu ((opMynmpyeTcs C Y4eTOM KOHKPETHbIX TpeboBaHMn ANCUMNINHDBI):

1. 3HaHWe TeopeTUYEeCKNX OCHOB y4ebHOro matepuana, OCHOBHbIX OnpeaerieHnii, MOHSTUIA U UCNorb3ye-
MOV TEPMUHOIIOMNU;

2. YMEeHMe npoBognTb obocHoBaHue u npeacrtaBiieHMne OCHOBHbIX TEOPEeTUYECKNX U NMPAaKTUYECKUX pe-
3ynbTatoB (aJ'IFODVITMOB, MeTOD,I/IK) C UCMONb30BaHNEM MaTEMaTMYECKNX BbIKITAaAoK, BroK-CXem, CTPYK-
TYPHbIX CXEM U CTaHOAPTHbIX ONMUCaHuM K HAM;

3. ymeHue ob60ocHOBbLIBaTL CBOU CyXXOeHna n I'IpOCbeCCI/IOHaJ'IbHyI'O no3numio No nanaraemMmomy BOrMpocCy;

4. BnageHvne HaBblkaMu NPOrpaMMMUpPOBaHMUS U UCCINEA0BaHNSA KpUnTorpadnyecknx anropuTmos obpa-
60TKM MHOPMaLMKM B paMKax BbINOSHSAEMbIX NabopaTopHbIX 3af4aHuN;

PasnnyHble koMOMHaUUN NepeYncneHHbIX NoKasaTenen onpeaenstoT KpUTepun oLeHMBaHns pesynbTa-
TOB 00y4yeHus (CHOPMUPOBAHHOCTM KOMMETEHLMIA) HA rOCY4apCTBEHHOM 3K3aMeEHe:

- NoporoBbIN (6a30Bbil) ypoBEHb CHOPMMPOBAHHOCTM KOMMNETEHLMNA.

[nsa oueHVBaHuUs pe3ynbTaTtoB 00y4YeHMs Ha rocygapCTBEHHOM dK3ameHe ncnonb3yetcs 4-6annbHas
LIKana: «OTfAIMYHO», «XOPOLLOY», «yAOBMETBOPUTENBHOY, «HEYA0BNEeTBOPUTENbLHOY. [Ang oueHnBaHus
pe3ynbTaTtoB 0OyYeHMs Ha 3a4eTe UCMONb3yeTCs — 3a4TEHO, He 3a4TEHO No pe3ynbTaTaMm TeCTMpOBa-
HUS.

TpeboBaHUS K BbIMONHEHWIO 3a4aHWUI, LLIKanbl U KpUTEPUU OLLEHUBaHUS

Kputepun oueHMBaHUA KOMNETEHLUUN U LLKana OLeHOoK (3a4eT)

Kputepun oueHnBaHmna komneTeHummn YpoBeHb LLikana oueHok
cchopMmpoBaHHOCTH
KOMMeTeHUnmn
NonHoe nnu oTHocUTEenNbHO NofHoe 6e30WnboYHoe N3no- BasoBblIl ypoBEHb 3avet

XeHne cogepikaHue Bonpoca 13 npeariaraeMoro nepeyHs,
OTBETbl HAa BCe AOMNOSTHUTESbHbIE BOMNPOCHI U BbINOIHEHNE
nporpaMmbl labopaTopHbIX paboT B NOSTHOM 06beMeE.

He 3HaHue cogepxaHnsa BOMPOCOB U3 npeanaraemoro ne- | — Hesauer
peyYHs nnu/v He BbINOMHEHWE NPOorpaMmbl labopaTopHbIX
paboT B NONHOM o0beEME.




	10. Место учебной дисциплины в структуре ООП:
	11. Планируемые результаты обучения по дисциплине/модулю (знания, умения, навыки), соотнесенные с планируемыми результатами освоения образовательной программы (компетенциями) и индикаторами их достижения:

